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Introduction

Maintaining data consistency in distributed systems using broadcast
m Distribution of blocks in the Cardano blockchain system
@ Mismatch between theory and practice:

» Proofs of correctness and security assume direct broadcast
» Implementations perform broadcast via repeated multicast

Bridge the gap with a formal proof
¢ Show equivalence of both broadcast flavors using Isabelle/HOL
o Features:

> Intelligible proof code through equivalence reasoning with processes
» Vivid presentation through a graphical notation for processes
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Introduction

Maintaining data consistency in distributed systems using broadcast
m Distribution of blocks in the Cardano blockchain system
@ Mismatch between theory and practice:

» Proofs of correctness and security assume direct broadcast
» Implementations perform broadcast via repeated multicast

Bridge the gap with a formal proof
¢ Show equivalence of both broadcast flavors using Isabelle/HOL
o Features:

> Intelligible proof code through equivalence reasoning with processes
» Vivid presentation through a graphical notation for processes

formal, yet intuitive
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Our example

0 0
) )
1 & & & 2 1 & ‘ & 2
) )
3 3
Broadcast network Multicast network

W. Jeltsch, J. Diaz (Input Output) Correctness of Broadcast via Multicast FROM 2022

3/9



A communication net for direct broadcast
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A communication net for direct broadcast
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A communication net for broadcast via multicast

W. Jeltsch, J. Diaz (Input Output) Correctness of Broadcast via Multicast FROM 2022

5/9



Permitting arbitrary arrival patterns
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Permitting arbitrary arrival patterns
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The first transformation step: graphically
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The first transformation step: graphically
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The first transformation step: graphically
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The first transformation step: graphically
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The first transformation step: formally

lfi?ro || n?rl H L‘I?rz || IZI?F3 ||

oy || m¥loz || m*hs || wths || 1t ho ||
lox = [r1, h3] ||

lo2 = [r2, k3] ||

h3 = [r3, kol ||

b3 = [r3, ho] ||

o = [ro, o1, lo2]

W. Jeltsch, J. Diaz (Input Output) Correctness of Broadcast via Multicast

FROM 2022

8/9



The first transformation step: formally

I‘l?ro || n?rl H II?I’Q ” IZI?F3 ||

oy || m¥loz || m*hs || wths || 1t ho ||
lox = [r1, h3] ||

lo2 = [r2, k3] ||

h3 = [r3, kol ||

b3 = [r3, ho] ||

/30 = [ro, o1, lo2]

(ﬁ+/01 I T1a + [r1, hs]. =’ 2@l lor=Tr, hs]) |
(2T loz || T1 @ ¢ [r2, h3]. =° 22|l loz = [r2, b)) |
(=t hs || [Ta < [rs, o). = 22l hs=1rs, o)) |
(2% hs || TTa < [r3, hol. =’a | 23 = [rs, bl |
(ntho || ITa < [ro, o1, fo2]- &7a || 130 = [ro, o1, fo2])
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The first transformation step: formally

(2 hoy || TTa < [r1, ha)- =7a || for = [r1, hs]) |
(ﬁ+/02 H Ha% [r2, 123]. ﬁ?a H 102 = [I’2, /23]) H
(xThs || Tl a < [rs, ko). =7a || hs = [rs, 1)) |
?
(aths || [Ta<[rs, kol- 1'a || k3= [r3, ho]) |
?
(T ho || TTa < [ro, o1, lo2]. = a || o = [ro, lo1, lo2])
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The first transformation step: formally

(2Thoy || [Ta+ [, h3]- =7a || for = [r1, h3)) ||
(2t hoz || [T a4 [r2, h3]- &7a || o2 = [r2, h3]) ||
(nThs || [Ta < [rs, ho]- ©’a || hs = [r3, o)) ||
?
(aths || TTa <« [rs, o). 'a || bz = [rs, o)) |l
?
(ﬁ+/3o | ITa < [ro, o1, lo2]. " a || 3o = [ro, lot, lo2])

( +/01 H Ha(— [rl, /13] 1:173 ” Ha(— [r1, /13]. /01 — a) H

?
(H+/02 H Hae [r2, /23] xta H Ha% [r2, /23]. /02 — a) H

?
(II+/13 H Ha(— [r3, /30] 13172 ” Ha <— [r3, /30]. /13 — a) H
(H+/23 H Hae [r3, /30] xta H Ha% [I’3, /30] /23 — a) ||
(2l || TTa < [ro, fox, lo2]- ="a || T a + [ro, fo1, lo2]. 130 — a)
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The first transformation step: formally

(11+/01 H Ha% [rl, /13] 11 a H Ha% [r1, /13] o1 — a) H
( +/02 ” Hae [I’z, /23] 11 a ” Hae [rz, /23] /02 — a) ||
(11+/13 H Ha% [r3, /30] 11 a H Ha% [r3, /30] h3 — a) H
( +/23 ” Hae [I’3, /30] II a ” Hae [r3, /30] /23 — a) ||
(11+/30 H Ha% [ro, /01,/02] joly a H Ha<— [I’o,/01, /02] ho — a)
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The first transformation step: formally

(II+/01 H Ha% [rl, /13] 11 a H Ha% [r1, /13] o1 — a) H
( +/02 ” Hae [I’z, /23] II a ” Hae [rz, /23] /02 — a) ||
(II+/13 H Ha% [r3, /30] 11 a H Ha% [r3, /30] h3 — a) H
( +/23 ” Hae [r3, /30] II a ” Hae [r3, /30] /23 — a) ||
(11+/30 H Ha% [ro, /01,/02] joly a H Ha<— [I‘o7 /017 /02] ho — a)

II'FO H z:t?rl H II?FQ H 117r3 H

H*/Ol || II*/oz H II*/13 ” H*/23 || n*/30 ||

/01 —n || /02 — N || /13 — 3 H /23 — 3 H /30 — h H

lor = h3 || lo2 — b3 || ha — o || k3 — ko || Bo — lo1 || Bo — lo2
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Follow the development

© https://github.com /input-output-hk/network-equivalences
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